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The Threat

NHS’ supply chain security 15-20 years behind other

sectors says Huggins
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Advanced cyber-attack: NHS
doctors' paperwork piles up
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(CISA), and the U.S. Department of Health and
Human Services (HHS): https://Inkd.in/etTXUjD8

Potentially hundreds of UK law firms
CDW data to be leaked next week after affected by cyberattack on IT provider

negotiations with LockBit break down CTS
Ransomware spokesperson scoffs at IT reseller's offer of payment
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Where To Look For Guidance?

DSPT

NCSC : Cyber Assessment Framework

NCSC : Supply Chain Security Guidance



Where To Start and When

« What needs to be protected and why

* Know suppliers and what their security looks like

« Understand the risk from your supply chain

« Start NOW!




Reporting

ActionFraud

National Fraud & Cyber Crime Reporting Centre

Reporting ""="» actionfraud.police.uk "s"s"s

Early identification a2, |National Gyber
and reporting is key =2~ | Security Centre
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Informa tion Commissioner 's Office
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Law Enforcement Cyber Support

- Live Incident Response Support

- Protect Services:
- Criminal Minds
- NCSC Staff Training
- Cyber Support For The Board "NCSC Questions For The Board®
- Information / Threat Intelligence Sharing

- Prepare;
- Testing and Exercising
- Cyber Incident Response Development Support
- Facilitate Team Building
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