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Build An Effective C.I.A. Cyber Intelligence Agency!




Your eyes on the price

Security of your
patients/service
users

Security of your Security of your Security of your
assets data people

Data Security and Certification
Protection Toolkit (Cyber Essential +, ISO)




Keep a step ahead, always

Governance

The Data Security and
Protection Toolkitis changing
- Look out for the CAF
(Cyber Assurance
Framework)

People - Your staff are key to
make it work:

They are your information
asset owners and custodians

They are the one who would
affect your security posture

Cyber Team identify and
manage risks

Staff are your first and last
line of defence

Systems

The defence systems are
Improving as are the new
strikes — the use of Artificial
Intelligence is two-folds and
can be both your blue and
your red team!



And so how?

Cyber
Strategy

resource-
your own SOC

Fit for
purpose tool

Nurture new staff (NHS Graduate, Apprenticeship)

Define roles and responsibilities, and how they
interact with the rest of the Department

Strong links between your Cyber and your IG functions

Get the minimum needed open sources to well-
advanced to get the level of assurance you need

Review your infrastructure, and streamline your
systems and applications to reduce your exposure

Prioritise on the high-risk high impact vulnerabilities

Think about what would be your next best priorities
Document it so that if you have a funding opportunity

Have your Board onboard? If you are not the champion,
find one, explore non-exec support as well



My contact detalils

m Delphine Fitouri

Bradford District Care . .
NHS Foundation Trust Head of Digital Services

Delphine.Fitouri@bdct.nhs.uk
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