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Oh no the (cyber) sky 
is falling … for the 5th 
time this month

Cyber fatigue and what we can do to fix cyber 

with little time or money



2© 2024 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private English company 
limited by guarantee. All rights reserved.

Document Classification: KPMG Public

Agend
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01 The sky is falling: The threat landscape

02 Some things we can do to stop the sky falling
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Global Vulnerabilities



4Document Classification: KPMG Public© 2024 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private 
English company limited by guarantee. All rights reserved.

Windows 10

Last security update…it depends

Version Released Ceased

21H1 18/05/21 13/12/22

21H2 16/11/21 11/06/24

22H2 18/10/22 14/10/25
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Windows Server 2012

Last security update 10th October 2023 unless you purchased extended support
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NHS England Cyber Alerts
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https://digital.nhs.uk/cyber-alerts 

https://digital.nhs.uk/cyber-alerts
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What can we do with little time or money 

• Not run into Foxy Loxy’s house….or send your cyber team 

there
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Have a High Level Cyber Strategy

https://www.gov.uk/government/publications/cyber-security-strategy-for-health-and-social-care-2023-to-2030

01
Our organisation is 

better able to manage 

our cyber risk

02
Our organisation can 

more quickly 

respond to and 

recover from a cyber 

attack

03
Our organisation is 

better able to protect 

patient, service user 

and staff data

04
People’s trust in our 

digital systems is 

increased, so 

technological 

innovations can be 

applied with confidence
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Five Pillars

2. Defend as 
one

1. Focus on the 
greatest risks and 
harms

3. People and 
culture

4. Build secure for 
the future .

5. Exemplary 
response and 
recovery.

Getting maximum estate visibility and 

then identifying the areas where 

disruption would cause the greatest 

harm to patients, such as through 

sensitive information being leaked or 

critical services being unable to 

function.

All devices onboarded to the CSOC. 

Partner collaboration arrangements 

in place. Benefitting from national 

resources and expertise, enabling 

faster responses and minimising 

disruption. 

Building on the current culture to 

ensure leaders are engaged, the 

cyber workforce is grown and 

recognised, and relevant cyber 

basics training is offered to the 

general workforce. 

Embedding security into what you 

buy or build then maintain to better 

protect it against cyber threat. 

Build and rehearse plans for 

when you are attacked to 

minimise the impact and 

recovery time of a cyber 

incident. A focus on business 

continuity throughout.
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Microsoft Defender for Endpoint
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People and Culture

01
 Board buy in 
• When was the last time your 

board had a cyber briefing?

02
 Shift left
• Cyber is thought about by 

people buying new things, 

people maintaining things, 

people using things.

03
 Leverage free 
training 
• ISC2 entry level 

cybersecurity training
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Build Secure for the Future

Secure by Design Approach01
Build in lifecycle management02
Manage third-party product security risks03
Use DSPT to continually look at your risk position04
Use centrally provided capabilities05
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Exemplary response and recovery

02
Recovery plans

01
‘When’ not ‘if’ 

attitude

03
Build in 

lifecycle 

management

04
Manage third 

party product 

security risks

05
Use DSPT to 

continually look 

at your risk 

position
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Thank You!

Clive Star

Associate Director, IGH Cyber

Clive.Star@kpmg.co.uk 

https://www.linkedin.com/in/clive-star-b7487a/

https://kpmg.com/uk/en/home/industries/infrastruc

ture-government-healthcare/healthcare/cyber-for-

healthcare.html

https://digital.nhs.uk/cyber

https://www.security.gov.uk/guidance/secure-by-

design/
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