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WHAT IS THE ISSUE?
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EXAMPLES OF
SOME CORE

VULNERABILITIES
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Lots of data, data storage /locations
Medical devices

Increase in remote working

Poor staff knowledge

Complexity of the environment
Requirement to share data

Variety of organisations

Legacy technology
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® Cross site attack ® Drive-by attack
® Zero day exploits ®* Trojans
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‘ Throughout October 2022, we surveyed 600 UK. CIS0s and 2000 office workers to get some insight on how much visibility organisations have over their digital estates.

Hi Simon,

- Many organisations are looking at how they can stay secure against the threats and challenges they'll face this year, such as:

Cost control and consolidation challenges

Digital transformation security challenges

Increasing regulatory challenges

Mew cyber challenges emerging from hybrid working

Lack of skilled resources / cyber expertise and many maore

I'm sending you an exclusive complimentary copy of the findings of our recent UK focussed cyber security peer group research.

M OLasivy gincluding a list of strategies you can implement to overcome these issues.







i Close to
Home

CyberSecurity Home
Report it Welcome to CyberSecurity

Training

Social engineering ’
Training -
Phishing ’

COVID-19 Fraud Warming

Weak passwords

Unlocked screens KEEP I.T. Confidential

| Choose task hd

Meet the Team Cyber security matters

Frequently Asked Questions Our Trust is moving rapidly towards its 'Paperless " ambition and the way Site managed by...
" we care for patients is increasingly dependent on digital systems.
Document Library The list of members cannot be

The use of internet, email, and more importantly the electronic patient record  gjgplayed because this site can be
(EPR) has improved our efficiency as well as the quality of care we deliver. accessed by anonymous users.

However for these systems to be effective we need to embed cyber security in
our routine. Frequently Asked Questions

Good data and cyber security is our shared responsibility.

Everyone, including you, has a role to play in this for the safety of patie View all FAQs

and staff.

Falling victim to cyber security attacks, including phishing (obtaining
information fraudulently) and password theft will have a direct impact on our
patients as well as on our work.

Better cyber security = improved patient safety rovement
Cyber security is mportant as infection control in ensuring patient safety
and high quality ca

Hand-washing is something so routine to clinical staff that it is carried out as a
matter of habit and viewed as an essential part of keeping people safe. We all
need to routinely display the same levels of care towards cyber security, to
keep our patients — and ourselves - safe.

There are some simple effective steps that everyone can take to maintain
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HOW DO WE SUPPORT OUR STAFF¢

challenges
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equipment
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® Where is the governance?

® Clinical safety:
* DCB 0129 & DCB 0160




WHAT ARE THE KEY
MESSAGES?

® Cybersecurity is a clinical issue

® Operational planning is crucial

® Digital security from the ground up
® Support is key for ALL staff

® The tools, guidance and standards

already exist
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