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Ooops, your files have been encrypted!

What Happened to My Computer?

Your important flles are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service

Payment will be raised on .
4 Can I Recover My Files?

17311970 17:00:00 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

S R B E R

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever

! We will have free events for users who are so poor that they couldn’t pay in 6 months.

‘ Your files will be lost on

How Do I Pay?

1711970 17:00:00 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
. Please check the current price of Bitcoin and buy some bitcoins. For more information,
Time Lelt S : Rl et '
click <How to buy bitcoins>.
i e e s il—:i And send the correct amount to the address specified in this window.
S R R S S K After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
L PAEL oo VB oo Do P23

Send $600 worth of bitcoin to this address:

bitcoin
ACCEPTED HERE | 12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

Formation of C&M ICS Cyber Group
o
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Strong digital and data
foundations

St Helens
Our ICS Landscape:
Population of 2.7m
9 Local Authorities or “Places’
18 NHS Providers
355 General Practices
590 Pharmacies
2 Provider Collaboratives ‘At scale’ digital and data
1 Ambulance Service platforms
Multiple Local Authority N
commissioned care providers

Liverpool
Knowsley Warrington

Halton

Cheshire West Cheshire East

Voluntary sector
Over 83,000 NHS Staff

OURICS

System-wide digital and data
tools and services
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Sefton Council NHS Southport and Aintree University Hospital NHS FT (AUH)

Local Authorit
Formby CCG (Part of Liverpool University Hospitals i

NHS FT Clinical Commissioning
4 aroup (cCa)

Southport & Ormskirk
Hospital NHS Trust

,
(S&OH) Alder Hey Children’s NHS FT |
_St Helens Council
Wirral Community Health and
Care NHS FT (WCHC)

NHS Knowsley CCG
NHS Wirral CCG

St Helens and Knowsley
Wirral University Teaching St Teaching Hospitals NHS Trust
Hospital NHS Foundation (STHKTH)
Trust (WUTH) i

The Walton Centre NHS FT I
Royal Liverpool and Broadgreen University

Hospitals NHS Trust (RLBUH) (Part of Liverpool
University Hospitals NHS FT)

Trust

Mersey Care NHS Trust I

Warrington

0\_' Ty ———"— I
Wirral Metropolitan 2
Borough Council
North West Boroughs
Healthcare NHS FT
The Clatterbridge Cancer Bridgewater Community (NWBH)
Centre NHS FT (CCC)

Healthcare NHS FT

(BCH)
Liverpool Heart & Warrington Borough

Chest Hospital NHS FT

Warri d Halt Council
arrington and Halton
(LHCH) NHS Halton CCG :
Liverpool City NHS Foundation Trust
Council

(WHH)

Knowsley
Council

East Cheshire NHS Trust I
Cheshire East

Liverpool Women'’s NHS FT Cheshire West and

Chester Council

Cheshire East Council
Countess of Chester Hospital
NHS FT (COCH)
: Mid-Cheshire Hospital
NHS FT
Cheshire and Wirral Partnership
NHS FT (CWP) \

NHS Cheshire CCG

y .
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Formed following the 2017 WannaCry attack
Made up of
® Core Group

® Wider Group
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The Challenge - “Only As Strong As Our Weakest Link”
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C&M Cyber
security strategy

Procurement & Technical Training / skills

2 : Policy development BCP Cyber Essentials +
vendor relations Architecture development SlcuBeveapite y

Hardware / software /
networks

Incident response

Awareness training PiaE

Practitioner training

m
and skills development Come
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Cyber WhatsApp Group

Regular cyber meetings

VISIT WWW.BE-CYBERSAVVY.CO.UK

CYber Bulletin CHESHIR mmmw

MERSEYSIDE CYBER
SECURITY GROUP
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N 3 SPOTLIGHT - Cyber Security Group Meeting Summary
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Click here to read the meeting summary
RESOURCES -
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Strong vendor relationships
Bi-monthly market place attendance

Collective procurement and technology baseline

Effective collaboration and communications CHESHRE AND MERSEYSIDE
HCP - LESSONS LEARNT

JUNE22 - V1.0

ANDY GREEN, IAN RUTLAND, JASON
ELLIOTT

High level policy templates
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Business Continuity Planning
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A CIO Perspective

Sarah Barr - Chief Information Officer
The Clatterbridge Cancer Centre

NHS

Cheshire and Merseyside
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* 1 of 3 Specialist Cancer
centres in England

* Serve a population of 2.4 -
million - CENTRAL

CLATTERBRIDGE CANCER

 We work across C&M s

) Cyber is high on Trust 4 LOCAL HOSPITALS
Board Agenda

» Cyber risk features in our g

SOUTHPORT
L]

SACT CLINICS IN HALTON CLATTERBRIDGE CANCER

B A F CENTRE - AINTREE & ST HELENS CEMTRE - WIRRAL
PLUS SACT CLIMICS IN il 1=
- OUTBATIENT SERVICES IN PLUS QUTPATIENT
05 =

AINTREE & ORMSKIRK o &=
o e 4 LOCAL HOSPITALS SERVICES IN 3 LOCAL
OUTPATIENT SERVICES IN = HOSPITALS
3 LOCAL HOSPITALS
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* We are as strong as our
weakest link.
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« Support for levelling up in
c&M

« Common strategic
objectives

» Set of common policies,
standards and procedures

 Provision of support via
diverse skill set across

« Economies of scale and
not having to “reinvent the

wheel”. Benefits of Regional
Collaboration
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* Regional crisis/Incident

Planning
* Improved Governance

- Baselining of disparate
systems and tools with
common platform
objectives

- Adapt to evolving threats
regionally and quickly
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solutions and training

response simulation & e

NHS

Cheshire and Merseyside

-:if:jrr';l‘:fi'-- 2 NHS Provider Voluntary,
@, Cullahlcuratlves Community and
e Social Enterprise

(VCSE) organisations

* Regional approach to Benefits of Regional Security

Operational Centre




NHS

Cheshire and Merseyside

Talk Tools & Takeaways'

Robert Stockton - Head of IT Services
Wirral University Teaching Hospital




digitalhealth Headline Sponsors: m

R E W I R E D @ gstsmC, tpp‘v Cheshire and Merseyside

LONDON B 14-15 MARCH 2023 = orefbianes

« Conversations - Collective conversations with and
about suppliers in the regular supplier market places.

- Making it happen on the ground - Network of Trusted
colleagues with which to share views, thoughts and
share good practice:

- Board reporting frameworks
* Policy
« Configuration

» Checklists for New equipment/Supplies for
compliance
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« PAM, MFA, Data Protection and Backup, SIEM
« Audit - AD Hygiene, Backup review, Consultancy..

* Log4J - Assisted members with Tools and skills for
scanning

- Desktop exercises - Testing out plans, Run books

» Collectively consult - Body to assist with Cyber Security
for regional projects - e.g. Regional PACS
* Development of:
* Regional SOC
» Regional Cyber Strategy
* Negotiated Regional pricing for products.
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* Technology - Advice on best tools to procure for:
Automated Pen tests, Vulnherability Management,
XDR, NDR, SIEM, Data Backup, share notes and

experiences, P2P demos etc..

» ££Funding - Sight of external funding
opportunities, which may have been missed, with
advice on access have provided us with ¢c.£800k for
tooling. Inc. PAM, MFA, Data Protection and Backup,
SIEM, Audits, Consultancy...

» Support - You don't have to do this alone.
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