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NHSBT: defending a world where every patient 

receives the donation they need

Threat Agent [top ten]

Malicious Insider

State Sponsored   

Cyber Operations

Foreign & Mil. Intel 

Ops.

Organised Crime 

Groups

Accidental Insider 

(Privileged User)

Journalist

Industrial 

Espionage Groups

Accidental Insider 

(Normal User)

Opportunistic 

Criminals

Hacktivist

NHSBT’s Business Cyber Risks [2020/21]NHSBT’s Estate & Ecosystem

…threat actors seek to do harm to… …through the compromise of… …by exploiting one or more of our …Driven by a variety of motivations…

Motivation

Health & 

Care Customers

System Partners 

[e.g. NHS Digital]

NHSBT’s 

Cloud Estate

NHSBT’s On

Premise IT Estate

NHSBT’s 

Physical Estate

NHSBT’s Staff

NHSBT’s 

Supply Chain

Cyber Resource & Skills 

Pressures

Flat and Unencrypted 

Network Infrastructure

Lack of Security and 

Operational Monitoring   

Lack of security gov. & 

risk ops model

Vulnerable/exposed 

internet facing systems

Lack of security culture 

across employee base

Unpatched/legacy 

systems and assets

Weak identity, access 

management, & controls

Password and credential 

management

Lack of a Secure-by-

Design approach

GEOPOLITICAL 

ADVANTAGE

DISRUPTION / 

DESTRUCTION

FINANCIAL

INTELLECTUAL 

PROPERTY

IDEOLOGICAL / 

POLITICAL

DISCONTENT

EMBARASSMENT

“BECAUSE THEY 

CAN”

STRATEGY & 

TRANSFORMATION

DONOR 

EXPERIENCE

BLOOD 

SUPPLY

OTDT

PLASMA

CLINICAL 

SERVICES

GROUP 

SERVICESACCIDENTAL

In this example an organised crime 

group is motivated by financial gain 

and damaging NHSBT’s reputation…

…as an organised criminal group 

they have dedicated and well 

honed skills, access to 

resources, and patience…

…they will research and 

understand our business and 

seek to compromise the most 

relevant part of NHSBT to meet 

their desired objectives…

…and this can be done through a 

variety of entry points within our 

ecosystem…

…and through the leveraging of one 

or more of our vulnerabilities
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There are only a few motivations 

which NHSBT can influence and 

control…

…and Threat actors usually have 

multiple motivations as well as a 

variety of techniques to 

compromise…

…and these are applicable to a 

majority of NHSBT’s business 

areas…

…and accessible through our 

diverse ecosystem and staff-

base…

…and the likelihood of success for 

Threat actors is increased by our 

current Cyber Risk position
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NHSBT: strengthening a world where every patient 

receives the donation they need

Focus on 

greatest 

threats and 

harms

Build secure 

for the future

People and 

Culture

Defend as One

Exemplary 

response and 

recovery

NHSBT NHS ENGLAND

Continuous Risk Assessment STARA

Threat Intelligence

NHSBT CSOC National CSOC

Local Monitoring Secure Boundary

#SAFE Campaign SIRO Training

Engrained Governance

Cyber Incident Response Partner Respond to Cyber Alert

Training & Exercising National Response

Secure & Private by Design Cloud CoE

Secure & Private Assurance

Specialist Training
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