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Every Connected Device
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How many devices !
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What do we know about them?

What is it?

How is it connected
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North and South - East and West

LAN

Firewall
HSCN

Internet

VPNs
Micro-
segmentation

Some have “flat” VPN
Across a whole site/org

One of UHS suppliers was
Insisting on a flat VLAN
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See every asset

Just
firmware?

We have about 100 cameras on the network
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Identify anomalous behaviour

Across network
What are they talking to?
Viruses/worms?
Block as close to the device as possible



@uhsdigital

uhsdigital.co.uk

Are there any known vulnerabilities

Or known NHS cyber alerts applicable to any device?
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Unsupported operating systems?
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Medical Devices

450 equipment types
Around 11-15 are considered connectable to EPR
(ECGs, Scanners etc)

Currently about 5% blood glucose tests cannot be tracked
as just taken as “stat”
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Medical Devices - Patching

You can’t just patch them under normal policy

MHRA locks down versions with accreditation
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Medical Devices - Interfacing

Interfacing gives you bidirectional
Demographics Results

2D barcode gives you off line capability

Can link to a staff ID also – e.g. badge scan 
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Interfacing hubs

EPR



@uhsdigital

uhsdigital.co.uk

Three key areas in connectivity

•Process/culture

•Governance

•Technical and management
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Who are they communicating with ?
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Thank You

Adrian Byrne CIO

@adebyrne @UHSDigital
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