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Every Connected Device
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We need to see every single device in our environment regardless of location

and type
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We need to know if these devices have a vulnerability that could be
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Workstations Facility

Total 15,711 565
Incidents 8,347 73
Vulnerabilities 15,327 226

What sort of information do we really see for these devices?
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00:80:92:6A:DO:F7

Glucose Monitor

Abbott

Precision Pro
KDAA282-A0101
Mac 0S X

dhcpclient.suhtad.suht.swest.nhs.uk

DHCPCLIENT
Yes

Abbott-Precision

What do we know about them?
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How is it connected =l

ordr-main-sensor

Offline (last IP = 172.22.160.17) [DHCP]
172.22.160.0/19

VLANO303(303)

WIRELESS

172.22.0.22 (RHMARUBAMC _NW)

UHSFTcorp

uhs-nw-c-4.suhtad.suht.swest.nhs.uk

02/02/2023 22:59:00
ICU-MAIN | ICU-MAIN
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@géiéital North and South - East and West

LAN

Micro-

Some have “flat” VPN segmentation

Across a whole site/org

One of UHS suppliers was
Insisting on a flat VLAN

Firewall
HSCN
Internet
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((TJHSdigltal See every asset

We have about 100 cameras on the network

oror Dashboard Device

Devices

Device List

What VLAN’s and Subnets are these in?

VLAN
hikvision ) MED-VLAN-09(9) 13.80.0.0/24
& Clear all criteria ~ Any visible field has substring of ‘hikvision' ... SEC-CCTV-13(13) - 13.83.0.0/24
SERVICES-VLAN(9) 13.84.0.0/24
SGH-10-SERVICES(9) 172.17.1.128/25
SGH-NWLE-84-SECURITY(11) | 172.17.10.128/25
¢ SRV-VLAN-09(9) 172.17.104.128/25
G SVC-VLAN-08(8) 172.17.11.128/25
SVC-VLAN-09(9) 172.17.12.128/25
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What else is in this vian?

firmware?
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Device - 10:12:FB:98:AE:74 ( 172.17.1.142)

() Details W' Security Incidents lul, Metwork History £ Vulnerabilities

Flow Genome 18:68:CB:91:60:EA (172.17.80.24)

1 Flow: tal TX faa 18) anda KX[30/7.04 GH) over Y1536 occurrence
ow Type & Source: Flow - source from SPAN
D P Addre 172.17.80.24
Mac Add 18:68:CB:91:60:EA

IppMap(unknown) (&)

554

IM

risp

172.17.80.24

13

07/02/2023 101139

03/03/2023 08:55:M
Across network 751,73 GB /1366 GB

What are they talking to? il i
Viruses/worms? B
Block as close to the device as possible

Low
{1.0) 18:68:C8:51:80:EA (LOW)

Dt e tranet \.’. {1.1) 18:68:C8:91:60:EA (NORMAL)
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(CJHSdigutal Are there any known vulnerabilities
Or known NHS cyber alerts applicable to any device?

(_)fd( Dashboard Device

Devices

Device - 10:12:FB:98:AF:74 ( 172.17.1.142)

() Details ‘A Security Incidents X Flow Genome |s], Network History
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@Hééngutal Unsupported operating systems?

All Outdated 0S Alarms

(& Actions &
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Medical Devices

450 equipment types

/ Around 11-15 are considered connectable to EPR
(ECGs, Scanners etc)

Currently about 5% blood glucose tests cannot be tracked
v - as just taken as “stat”
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Medical Devices - Patching

&

Medicines & Healthcare products
Regulatory Agency

You can’t just patch them under normal policy

MHRA locks down versions with accreditation
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(LTIN

A1234567890A
s Interfacing gives you bidirectional

/ Demographics «<——— Results
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O\- /O \ O Device drivers
"“'-- .—--"" .

O 4--"""" Handle security

O/ \O O/ \O Manage business process
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(@ééi&ital Three key areas in connectivity

* Process/culture

e Governance

* Technical and management




((TJHé'élngutal Who are they communicating with ?

ity GOV.UK GovWifi

Public sector guest wifi

GovWifi is a wifi authentication service allowing staff and
visitors to use a single username and password to connect
to guest wifi across the public sector.

Connect to GovWifi >
ND

MP (lassification Group Flow Analysis
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Thank You

Adrian Byrne CIO
@adebyrne @UHSDigital
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